GNU Taler

GNU Taler is a digital payment system
implemented as free software. It preserves
user privacy, while still allowing taxation of
merchants and preventing fraud.

While being an intuitive and modern
solution, Taler is based on well-known and
proven cryptographic algorithms.
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Clause Blind Schnorr Signatures

The goal of this thesis is to add support for
Blind Schnorr Signatures to Taler.

A blind signature scheme based on elliptic
curves named Clause Blind Schnorr
Signature scheme is used.

These signatures require less storage space
and are faster, due to the smaller size.

To add support for Clause Blind Schnorr
Signatures, all Taler protocols need to be
redesigned and then implemented.
Furthermore, these protocols must ensure
abort-idempotency and atomicity.
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Protocol Redesign

Due to the differences in the Clause
Schnorr Blind Signature Scheme compared
to the existing RSA Blind Signatures,
various changes on Talers protocols were
made. The withdraw protocol is included
here to illustrate those changes. All the
other protocols and the details can be
found in the thesis document.

Customer Exchange

knows: knows:

reserve keys w,, W, reserve public key W),
denomination public key D, denomination keys dg, D),

generate coin key pair:
cs, Cp + Ed25519. KeyGen()
n, = HKDF (256, ¢, "n")

verify if D), is valid

ry := HKDF (256, n||ds, "t07)
ry i= HKDF (256, ny||ds, "r17)
Ry = roGG

Ry =nG

persist {c,, Cp, Ry, Ry}

bline:

b .= HKDF(256, c.||Fy|| Ry . " b-seed™)
oy := HKDF(256, b, "all")
oy ;= HKDF(256,b,, "al"”)
8o ;= HKDF (256, b, "b()")
41 = HKDF(256, be, "b1™)
RF} = R[j -+ f.'l'“(; + ,ﬁu.Dp

Rl =R +oG+ 31D,

co = H(R}, C})

¢y = H(R{,C})

cop =y + o modp
cp:=cy+ 51 modp

sign with reserve private key:
pw 1= {ny, Dy, ey, e}

oy = Ed25519.8ign(w,, py)
i'J'[";u:ﬂ'lﬁr 1At

(N, Dy, o, e1) i= pw

verify if D, is valid

check Ed25519. Verify (W), pw. ow )
b:=HKDF(1,n.||ds,"b"™)

s + GetWithdraw(n,,, D)

if s =1

ry ;= HKDF (256, n,||de. " th™)
s:=ry +opdy mod p

decrease balance if sufficient and
persist (1., D, s}

endif

verify signature:

check if sG' = Ry + e, D),
unblind:

s'i=s+ o, modp

verify signature:

check if s'G = R, + ¢, D,
oc = (Ry,s')

resulting coin: cg, Cp. o0, D),

Adding Schnorr's blind signature in Taler
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Results

Redesign of Taler protocols
Implementation of the cryptographic
routines for Clause Blind Schnorr
Signatures using Curve25519 in GNUnet
Implementation of the protocols in
Taler’s exchange

Implemented as free software

A Taler exchange operator can now choose
between RSA Blind Signatures or Clause
Blind Schnorr Signatures. (cipher agility)

CS Signatures provide following benefits:
Less CPU usage
Less storage space required
Less bandwith used

These benefits lead to better scalability.

Downside:

Requires an extra request in the

withdrawal/refresh protocols (+ 1 RTT).
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