Zero-Knowledge Age Restriction for GNU Taler

Ozgiir Kesim!, Christian Grothoff?, Florian Dold?, and Martin Schanzenbach*

! Freie Universitit Berlin, Germany
2 Bern University of Applied Sciences, Bern, Switzerland
3 Taler Systems SA, Erpeldange, Luxembourg
4 Fraunhofer AISEC, Miinchen, Germany

Abstract. We propose a design for a privacy-friendly method of age re-
striction in e-commerce that is aligned with the principle of subsidiarity.
The design is presented as an extension of a privacy-friendly payment
protocol with a zero-knowledge scheme that cryprographically augments
coins for this purpose. Our scheme enables buyers to prove to be of suffi-
cient age for a particular transaction without disclosing it. Our modifica-
tion preserves the privacy and security properties of the payment system
such as the anonymity of minors as buyers as well as unlinkability of
transactions. We show how our scheme can be instantiated with ECDSA
as well with a variant of EADSA, respectively, and how it can be inte-
grated with the GNU Taler payment system. We provide formal proofs
and implementation of our proposal. Key performance measurements for
various CPU architectures and implementations are presented.

1 Introduction

Youth protection regulation requires retailers to assist caretakers in their efforts
to keep minors safe online [Poull]. For example, the Council of FEurope Recom-
mendation Rec (2001)8 says that “11. Member states should encourage the use
of conditional access tools by content and service providers in relation to content
harmful to minors, such as age-verification systems, ...”.

Age verification in e-commerce today is mostly implemented by identity ver-
ification where the customer has to provide official identity documents. This
approach is expensive for retailers, because they have to handle confidential in-
formation very carefully, and invasive for customers, because ID cards reveal
more than the age. Another, privacy-friendly approach is the use of attribute-
based credentials [Kon+14; Sch+419] where authorities issue consumers with a
certificate that enables them to produce a zero-knowledge proof [GMR89] show-
ing that they are of sufficient age. A third approach ties age restriction to the
ability to pay, for example via specialized credit cards for children that limit
them to buy at certain “safe” stores [Fea2l]], but is also not privacy-friendly.

What all approaches so far have in common is that they violate the principle
of subsidiarity [Bos10; Pav21], by which functions of government—such as grant-
ing and restricting rights—should be performed at the lowest level of authority
possible, as long as they can be performed adequately. In case of age restriction,
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the lowest level of authority is that of legal responsibility for an under-age person:
the parents, guardians and caretakers—not government or financial institutions.

Our contribution is the design of an age restriction scheme that combines the
following goals:

1. Tt ties age restriction to the ability to pay, not to IDs,
2. maintains anonymity of buyers,

3. maintains unlinkability of transactions and

4. is aligned with the principle of subsidiarity.

Specifically, we define a zero-knowledge age-restriction scheme as an exten-
sion to GNU Taler, a privacy-preserving payment system where consumers can
make unlinkable, untraceable payments using digital coins that were blindly
signed by the payment service provider [Cha89; Dol19]. GNU Taler as the un-
derlying payment system is in full concordance with our goals.

Next, we will give the formal definition of the age restriction scheme and the
security properties of our protocol (Section ), a specific design and instantiation
(Section B), and security proof (Section {f). We then provide a brief primer on
GNU Taler (Section ), followed by a description on how to integrate the con-
struction into it (Section ) and assess the impact on performance (Section []).
Finally, we discuss how the assumption on checking accounts being always un-
der the control of adults could be lifted by a small variation of the protocol
(Section E)

We thank Matthias Wéhlisch for constructive feedback on an earlier draft.

2 Age Restriction

Our design for an age restriction scheme is based on the following assumptions
and scenarios:

1. Checking accounts are always under the control of an eligible adult. When
such an adult acts as the legal guardian for a minor and provides the mi-
nor with digital coins, our system allows them to add age-restriction to the
nascent coins as they are being placed into the minor’s digital wallet. Sub-
sidiarity is therefore preserved.

2. The minor can then freely and anonymously spent the coins. However, if a
merchant requires a proof that the buyer is of a certain age, the minor can
only generate zero-knowledge proofs up to the age limit set by their legal
guardian. We note that the proofs are tied to each specific coin, allowing the
guardian to grant exceptions for certain amounts.

3. The protocol design must also maintain GNU Taler’s critical capability to
render change (or give refunds) in an unlinkable way, see section . When
minors receive fresh coins from change or refunds, the age restrictions should
carry over to the fresh coins created by those business processes. The protocol
must preserve unlinkability, so that it is impossible for merchants or the
payment service provider to link the different transactions, even if a minor
makes subsequent purchases from coins that were rendered as age-restricted
change.
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Our design for an age restriction protocol involves the following computations
by several parties. First, the legal guardian initially withdraws the digital coins
and commits to an age restriction. Next, the minor wants to make a purchase
and must attest their adequate age. The merchant will then need to verify
the age proof. If the minor is to receive change, they must derive equivalent
age restrictions for the fresh coins, and finally the payment service provider must
compare the age restrictions to ensure that the minor preserved them correctly.

We will begin by giving the signatures for these five functions, then formally
state the security requirements and then follow this up with a possible instanti-
ation and a proof that the instantiation satisfies the security requirements.

2.1 Signatures

Let A be the general security parameter (written 1 in unary representation) and
Q2 =1{0,1}*. Let M be the minimum age of an unrestricted adult in years (with
M small, typically M € {18,21}). Then we define an age restriction scheme as
the five functions

(Commit, Attest, Verify, Derive, Compare)

along with appropriate domains (P, O, T, B), with the following signatures:

Commit : Ny x Q=0 xP, (a,w) = (Qaw); Plaw)) (1)
Attest : NuxOxP—TuU{L}, (m, Q,P) = T(m,q,p) (2)
Verify : Ny x O x T — Zo, (m,Q, T) —b (3)
Derive : OxPxQ—-0xPxB, (QP,w)—(Q,,P,, L) (4)
Compare : Ox0xB— Zy, (Q, Q’,B) b (5)

where P, O, T,B are sufficiently large sets, not prone to exhaustive search.
Helpful mnemonics for the sets and symbols are: @ = cOmmitments, Q =
Q-mitment (commitment), P = Proofs, P = Proof, T = daTtestations, T =
aTtestation, B = Blindings, 8 = Blinding. No assumptions about relationships
of these sets are being made a-priori, except for L& T.

Figure [ll shows the function of this scheme as they are called by which various
participants and the transferred data between them.

2.2 Achieving unlinkability

In a naive use of Derive and Compare, children would iteratively call Derive
and an exchange £ would call Compare. A child C would thereby create a chain
Qo, Q1, ... of equivalent age commitments and £ would call Compare(Q;, Q;+1, )
successively to check their validity. However, this would allow £ to recognize the
whole sequence {Qo, Q1, ... } as being linked to the same C and therefore violate
any requirement for unlinkability of age restrictions and violate indistinguisha-
bility of children.
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Compare(Q, Q")
Fig. 1: Age restriction flow — The
functions (m)—(a) are called by var- Q
ious participants of a payment sys- Commit(a)
tem: guardian G, child C, exchange €
& and merchant M. Compared to 7
the participants in GNU Taler (sec- G &,’ Verify(m, Q, Tm)
tion a), the guardian is introduced e &/ O
as a new entity and is responsible SO
for the Commit. The diagram also X% (Tm, Q)
shows the data being transferred . Q
between the participants. Note that Derive(Q, P2) Q
the seeds and blindings are omitted
for better readability. Attest(m, Q, Pa)

In order to achieve unlinkability and indistinguishably, we extend the func-
tions ([l])-(f) and propose a zero-knowledge, cut-and-choose protocol, based on
Derive and Compare, in which C and £ participate in an interactive proof (with
a certain success-probability) for honest derivation of a new age commitment
from an existing one, without revealing the new age commitment. This protocol
follows the design of the refresh protocol in GNU Taler [Dol19, §4.7.4].

Given k € N, we define the protocol DeriveCompare, : O x P x Q — {0,1}
between the two parties C (child) and £ (exchange), with H a hash function and

uniformly random sampling i, as follows:
DeriveCompare, (Q, P,w) := (6)

C: 1. forallie{1,...,k}:(Qi,P;, B;) «+ Derive(Q, P, w + 19)

B H(HQ1, B1) [ -+ | H(Qw Br))
. sent (Q,h) to &

. save (Q, h)
yﬁ {1,...,k}
. sent vy to C

. hiy — H(Q,,5,)

. E’Y — [(Qla ﬁl)v RN (Q’Y—laﬂ’y—l)’ J—a (Q'y+17ﬁ’y+l)a RN} (Q.‘Q?ﬂl{)]
. sent (B, b)) to €

E:10. forallie{1,...,k} \ {7} : hi < H(E,[4])

S R S TR SR SR

?
1. df h# H(hal| - [y o [[B Ayl - (A —1) return O
12. for alli e {1,....,k}\ {~}: 40 L Compare(Q, Q;, 8;) return 0

138. return 1
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With this protocol, € learns nothing about Q4 (except for the blinded hash
H(Q,,By)) and trusts it to be of the same maximum age as the original com-
mitment with certainty “T_l Correspondingly, C has a chance of % to cheat
successfully, by using one age commitment generated via Commit with a higher
age limit, instead of calling Derive on the old age commitment.

2.3 Requirements imposed on the functions (E])-()

For the cryptosystem to have the desired intuitive effect of providing age restric-
tions on purchases for minors, the five functions ([ll)-(f) must have the properties
detailed in this section.

Requirement 1 (Existence of lower bound proofs)

Y :Commit(a,w) =: (Q,P) => Attest(m,Q,P) =
aeNy
wenN

TeT, ifm<a
L otherwise

Requirement 2 (Efficacy of lower bounds proofs)

Lif o :Attest(m,Q,P) =T
Verify(m,Q, T) = PP
0 otherwise

Requirements E] and E imply

Corollary 1 (Efficacy of commitments and proofs). Let (Q, P)+Commit(a,w)
with a € Ny and w € Q. If Requirements B and |4 hold, then also

Vn<a : Verify(n, Q, Attest(n, Q,P)) = 1.
Furthermore, the functions must be related by the following requirements:

Requirement 3 (Derivability of commitment and proofs) Let a € Ny,
wo, w1 € Q, (Qo, Po)eCommit(a, WO) and (Ql, Pl, B)eDerive(Qo, Po,wl). Then

Compare(QOa Q17 B) =1 (7)
and for alln < a:
Verify(n, Q1, Attest(n, Q1, P1)) = Verify(n, Qo, Attest(n, Qo, Po))

We also do require the converse of (H), that is

Requirement 4 (Surjectivity of Derivation)

\v’ : (Compare(Q,Q’,ﬂ) =1= - :(Q,P,B) = Derive(Q, P,w))
o
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We will now define our security and privacy requirements in the form of
security games. In the following, A refers to the general security parameter in

unary representation and Q = {0,1}*. We write x & X fora sample x taken
randomly from a uniform distribution over X and Ny = {1,...,M}. (X = Y)
is the set of all probabilistic polynomial-time algorithms from X to Y and e(x)
represents a negligible function, i.e. e(x) = 1/0(e*).

First, we will formalize that the age-restriction protocol must not disclose
unnecessary information about the age of the minor. Specifically, neither a com-
mitment Q € O nor a related attestation T € T should disclose the age a that
went into the first Commit, beyond what is fundamentally disclosed by the age
being sufficient to satisfy the age check. We formalize this via the following games
and requirements.

Game 1 (Age disclosure by commitment or attestation)

Letn € NT, m € Ny and A: Ny x T" x Q" x B"~! — Ny (with B® := {1}).
The game GA8M(\,m, n) is defined as:

(a,w1, ... wn) & {m,...,M} x Q"

(Q1,P1) + Commit(a,ws)

Ifn > 1, apply fori € {1,...,n—1}: (Qi11,Pit1, Bix1) < Derive(Q;, P;,wit1)

Fori e {1,...,n} apply: T; + Attest(m, Q;, P;)

Ifn>1,setb <+ A(m, Ty,..., T, Q1,...,Qn, Bo,...,0n) elseb + A(m, T1,Qq, 1)
Return 1 if b = a and otherwise 0.

S Grds oo~

Requirement 5 (Nondisclosure of age) A set of functions with signatures
)-() is said to satisfy nondisclosure of age, if for all n € N*:

1

: Pr [GﬁgeCA()H m, n) = 1:| S m

AeA(Ny X T xO" xB*—1—Ny)

+e(d) (8)

For effective age-restriction, we clearly also need the property that after a
call to Commit(a,w) with an age a, it should not be possible to forge an attest
for a higher age from the commitment. This is described by the following game
and requirement.

Game 2 (Forging an attest) Letn € Nt, A:NyxOxPx Q" ! - NyxT
(with Q° := {1}). The game G'(\,n) is defined as:

(a,wl,.. . ,wn) (i NM—l x Q"

(Q1,Pq) + Commit(a,ws)

Ifn>1, forie{l,...,n—1}: (Qit1,Pit1,_ ) + Derive(Q;, P, wit1)
Ifn>1(m,T)+ A(a,Q1,P1,wa,...,wy), else (m, T) + A(a, Q1,P1, 1)
Return 0 if m < a

Return Verify(m, Q,, T)

S Crds fo e~
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Requirement 6 (Unforgeability of minimum age) A set of functions with
signatures (\1)-(]) is said to satisfy unforgeability of minimum age, if for all
n € NV the following holds:

Pr [G;A(A, n) = 1} < e(N). 9)

AceA(NyxOxPxQn—1—NyxT)

Finally, we define a game to challenge the unlinkability of commitments and
attestations in which the adversary is considered to be a collaboration of ex-
change and merchant. Basically, any initial age commitment Qp and all its de-
rived successors Q; — together with all the attestations T; they were used for —
must be indistinguishable from any other such chain.

As argued before in section R.2, we assume that the cut-and-choose protocol
DeriveCompare,, is being performed between the client C and exchange &£ to
guarantee the unlinkability of age commitments in the exchange. This explains
the complicated definition of the game, in which we model the execution of
DeriveCompare,, via the data generated from the various calls to Derive and
Compare, which are partially made accesible to the adversary, as well as data
from Attest.

Game 3 (Distinguishing derived commitments and attestations)

Let n,k € Nt, K := O xB, H:= 0 x T x K71 Ay : N3 — N and
A NIFL S HPR L 5 £0,1). The game GO, (A k,n) is then defined as
follows:

1 (2,00, at,wt) & (Ny x Q)2
2. (QF,PY) < Commit(a®,w?), (Q},P}) + Commit(al,w?)

3. Recursively fori e {1,...,n}: In step B we model the part of the

R cutédchoose protocol where one pair

(Girmi) < 2 x Q of commitment and blinding is not

0 0 . 0 po0 - revealed to the adversary. The se-

(QiJrl’ Pi+17—) ¢ Derive(Q7, P7, ¢:) quences of pairs (Q?/l7 Pg/l) in this

(Ql . pl . ) . Derive(Ql pl ) step are later used for attestation,
+1 " +1)— IR R

but the blindings from the calls to
Derive() are ignored and not acces-
stble to the adversary.

4. Forie{l,...,n+1}: In step , all revealed commit-
Forke{l,....,n—1}: ments and blindings during the

$ cutédchoose protocol are modelled.

(gka Xk) < 2xQ The adversary will see 2n(k — 1)

o) < Derive(Q%, PY, ) derived pairs (AF, o) and (B, 1)
,7 , ﬁk) — Denve QZ , Pl , Xk) of commitments and blindings. The

|| /\/\

R’o ((Al ) (A%, o )) derived proofs are ignored as they
g o ZK’ ZK are nmot used for attestation, and
R; = (( i ’/Bi )ieeos (Bi  Bi )) not accesible to the adversary.

! Upper indices on variables are not exponents.
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5. (b,ig,11) i {0,1} x {1,...,n+1}? i0 and i1 are random indices that
are dropped from each history, re-
spectivelly, in step 9.

6. (M1, .. ,Myy1) .Ao(ao, al, i, i1) The adversary chooses minimal
ages.
7. Return 0 if 3; : m; > min(a%,al) or The minimum ages must not
m;, 7é m;, distinguish between a® and a' and
must be the same at the dropped
indices.

8. Vieq1,..nt1y: T§ < Attest(m;, QP PY), T} < Attest(m;, Qf, P})

. . b b b
9. s+ Ay (ml, <o, Mpy1,2,21, (Qib’T' Rib)’

1p?
(Qtl)aT(l)aétl))va(Qo 107 io)’ a(Qg+1aT2+1’Eg+1)a

(Q%a T%vﬁ%)v R (Ql i1 i1)7 R ( '}z—ﬁ-lv T'}1+17R'711+1))
10. Return 1, if s = b, and otherwise 0.

Requirement 7 (Unlinkability of commitments and attestations) A set
of functions with signatures (|1)-({) is said to satisfy (unbounded) unlinkability
of commitments and attestations, if for all n,x € NT the following holds:

V4 . Pr [GB&AI(A,K, n) = 1] - % —e(\) (10)

Age (Nﬁﬂx{l ....n+1}2—>Nﬁ+1)

Alem(Nﬁ“x{l ..... n+1}2xH2n+1 00,1}

3 Instantiation with ECDSA

We can now define a general instantiation of (m)—(a) based on ECDSAE - general
in the sense that the elliptic curve, hash function and generator are variables
in the scheme. For the definitions and notations regarding elliptic curves and
ECDSA we follow [JMVO01].

Let A € N be the security parameter, M € Ny the number of age groups
to be handled in the system, £ = (E(p,qa,b),G,g) be an elliptic curve over the
field F, with generator G of prime order g with log, g > A, § := [log, g/, ™
Zy — {0,1}* a bit-encoding function, [], : {0,1}* — Z, a full domain hash
function ([BR96]), H : {0,1}* — {0,1}Y a collision-resistant hash function and
ECDSA(E,H) = (E,Pub,Sigy 4, Verg n) the corresponding ECDSA scheme. With
the notation from Section @ we define Q := {0,1}9, 0 := EM P := (ZgU{J_})M,
T :=Im(Sigp p), B :=Z,.

2 Using ECDSA is also_not required: we have created an instantiation based on
Edx25519 (Appendix @), ECDSA is merely one that permits a concise description.
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Instantiation 1 (General instantiation with ECDSA) Let E be an_ellip-
tic curve for which the decisional Diffie-Hellman assumption (DDH) holds [Bon9&],
i. e. given aG and BG it is computationally infeasible to distinguish between afG
and G with uniformly random o, B,y € Z4 with probability better than % —€e(N).

Let p; == [w,?]g fori e {1,...,M} be private keys, q; := Pubg(p;) and let
then the private keys pay1,-..,pnm be explicitly dropped by the guardian in:

=Q :ﬁ, length M
CommitE,[‘]g (a,w) ::<(Q17"'aqM)7 (pl,-~-,pa,J—,-~-7J—)> (11)
1 otherwise
Verify g 14(b, Q, T) := Verg (b, Q[b], T) (13)

Deriver, 1, (@, P,w) = (B xqu,. .. B s am), (Bpr,- - Bpas Loy 1), 8) (14)
with 8 := [w], and multiplication Bp; modulo g

Compare,,(Q. ', 9) = {1 M (15)

0 otherwise

Then we call the tuple
AgeVer(\, E, []4,H) :=
(A, ECDSAE 1, Commitg |, , Attestp u, Verifyp |y, Derivep ), , Compare)

a general instantiation of (B )—(B ) . |

It is straightforward to verify that this instantiation meets our basic require-
ments .

4 Proofs of the security properties

In this section, we will prove that the instantiation m fulfills the challenging
security requirements a)

Theorem 1. AgeVer(\, E,[-],,H) (Instantiation B) satisfies the nondisclosure
of age requirement (Requirement |])

Proof. Note that in GA8“* (A, m,n) (Game ﬂ) the adversary is provided with the
commitments Q;’s and §;’s (in case n > 1) which are independent of m and the
randomly chosen a € {m,....M} for all n € N according to the definitions of
Commitg v and Deriveg in (EI) and (@)

Also, with respect to the provided attestations T; = Attest(m,Q;,P;) =
Sigg y(m, Pi[m]), m and P;[m] are independent of the randomly chosen a €
{m,...,M}, forallie {1,...,n} and all n € N*.

Therefore the adversary can only guess the value of a with probability m,
for any n € N*. a
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Theorem 2. AgeVer(\, E,[-],,H) (Instantiation B) satisfies the unforgeability
of minimum age requirement (Requirement |g).

Proof. In order for the game GFA(\, n) (Game E) to return 1, the ECDSA sig-
nature verification (Verify 1y(m, Q, T) = Verg y(m, Q[m], T)) must be successful.
Note that according to the definition (@) the adversary is initially not provided
with the private keys {pat1,...,pm} and subsequent calls to Derive do not yield
those neither for m € {a + 1,...,M}. Winning this game, for any n € N is
therefore equivalent to existential forgery of ECDSA, which has negligible prob-
ability. a

Theorem 3. AgeVer(\, E, [-|,,H) (Instantiation B) satisfies the unlinkability of
commitments and attestations requirement (Requirement (]).

Proof. First we show that the adversary gets no information_out of the com-
mitments Q}, A¥ and Bf in the game G5%, (A, ,n) (Game E) The DDH as-
sumption of the elliptic curve extends to uniformly random vectors (aq, ..., am),
(B1,-..,Bm) € Zg" and v € Zy: Given (1G,...,auG), (A1G,...,BuG) € EM
and vG € E the vector of points (ya1 G, ...,yamG) can be distinguished from
(781G, ...,v6mG) again only with probability % — ¢(A), absorbing the constant
M. The use of the FDH [-], in Commit() and Derive() guarantees that all com-
ponents of Qg , A% and B are uniformly distributed in E.

Note that Compare() is not a distinguisher for the adversary, as it will only
return 1 for Q] and each of the commitments and bindings in the correspond-
ing vector ﬁf within each triple ( f , Tij , Rz ). When provided with Qé’b and any
commitment and blinding from both histories, it returns 1 only with probability
€(A) (non-zero due to the uniform distribution of the points on the finite elliptic
curve).

Finally, the adversary is provided with Til; = SigE7H(m,;b,P£7). Verify will
only return 1 with the commitment from the same triplet, but for any other
commitment in any of the two histories it will return 1 only with probability
€(A) (again, non-zero due to the uniform distribution of the points on the finite
elliptic curve). And because m;, = m;, the adversary can not distinguish the
indices.

Therefore, the adversary can only guess b correctly with probability % —€e(A).

O

5 Background: GNU Taler

GNU Taler is a token-based electronic online payment system using cryptography
to secure payments. It extends the concepts introduced by eCash in 1989 [Cha89].
A coin in GNU Taler is a public/private key pair where the private key is only
known to the owner of the coin. GNU Taler provides accountability and protect
citizens’ right to informational self-determination [Doll9] and can be used by
commercial banks interested in underwriting commercial e-money, or as a central
bank digital currency (CBDC) [CGM21)]. GNU Taler meets—among others—the
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following security and privacy goals which are in alignment with the goals of our
age restriction scheme:

1. Purchases must not identify the buyer, and must also not be linkable to
other transactions of the same buyer.

2. Coins must be fungible. That is, all coins signed with the same denomination
key must be equivalent. In particular, it must not be possible to partition
the anonymity set into between users that used change and those that used
cash that was directly withdrawn.

3. Customers must be always able to pay any amount for which they have
sufficient total digital coins and receive change in an unlinkable way.

We will now summarize the key steps of the GNU Taler protocols that are
relevant to our extension for age restriction. See also figure P for a schematic
overview of the participants and the protocols between them. The complete
protocol suite with all the details is defined in [Dol19].

Fig. 2: Overview of the GNU Taler
protocols (partially) — The customer
C withdraws coins from the payment
service provider (exchange) £. C uses
the coins to purchase at a merchant
M, who then deposits the coins at £.
C gets change for coins from £ via the
zero-knowledge refresh protocol.

withdraw [Dol19, §4.7.2]: For each coin, the customer C creates a pair (¢;, C;)
of private and public keys. C then requests the payment service provider &£
to create a blind signature over C; using the private key to denomination
D,, which represents a particular unit of value, authorizing £ to deduct the
respective balance from the consumer’s account. The blind signature is made
over the full domain hash [BR96] of the public key C; of the coin and the
validation of a coin is performed by signature validation:

1 < SigCheck(FDH(C}), Dy, ;) (16)
Here, SigCheck is the verification function of the blind signature schemeE,

D,, is the public key of the denomination and o; is the signature to be verified.

purchase [Dol19, §4.7.3]: To pay for goods, C first negotiates a contract with the
merchant M. Upon agreement, the merchant M cryptographically signs the

3 GNU Taler currently supports RSA [Cha89] and Clause Blind Schnorr [DH22; Ban21]
blind signature schemes.
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contract and C—their identity possibly remaining private—signs the con-
tract, too, with private coin keys ¢; and sends it to M.

deposit [Doll19, §4.7.3]: M forwards the signed contract to £. The signatures,
performed with valid coins ¢; from C, are basically instructions from C to &
to pay the merchant M who is identified by the bank account details in the
contract. £ checks for overspending and the validity of each coin itself, given
its public key C; and using the signature verification with the formula in ([Lf]).

refresh [Doll9, §4.7.4]: C can ask & for change for a partially spend coin ¢,q. In
order to maintain unlinkability of old and new coins, both parties perform a
zero-knowledge, cut-and-choose protocol, with a security parameter x > 1:

C derives from Cyjq new coins {(¢1,C4), ..., (¢, Cx)} and sends € a commit-
ment to (51(Ch),...,B:(Cy)) without disclosing the C; by using blinding
functions S;. £ then chooses a v € {1,...,x} and C has to prove ownership

of ¢,q and disclose the correct key derivation and the blindings 3; for all
1 # v, which proves (with certainty ”‘T_l) the ownership by C of ¢,;q and all
but one ¢;. Together with the blinded 3, (C), £ can compare the computed
values with the initial commitment. On success, C receives a blind signature
with the appropriate denomination for undisclosed fresh coin C..

6 Integration into GNU Taler

We now present the integration of the the age-restriction scheme EI into GNU
Taler [Dol19, §4.7].

A crucial step is to indisputably bind a particular age commitment to a par-
ticular coin. This is done by requiring the blind signature of a coin’s public key C,
in the original protocol to now also include the age commitment Q. Specifically,
instead of signing FDH(C},), the exchange will now blindly sign FDH(C,,, H(Q)).
This means that instead of the original signature check in equation (E), now the
check of validity of a coin’s signature requires the hash of the age commitment:

1 £ SigCheck (FDH(Cy, H(Q)), Dy, ) (17)

Again, SigCheck is the verification function of the signature scheme, D, is the
public key of the denomination and o, is the signature to be verified.

With the tight bond between a coin’s public key and an age commitment
defined, the existing procotols from GNU Taler are augmented as follows (see
figure B for a schematic overview):

withdraw — (Commit, withdraw): A guardian G Commit to an age a, producing a
commitment Q and a proof P,.The commitment Q is bound to a fresh coin’s
public key C,, during the withdraw protocol by generating a blind signature
for FDH(C), H(Q)) (instead of FDH(C),) as in the original protocol).
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Fig. 3:  Extended  Taler

% protocol suite — The pro-
'oqa‘ tocols withdraw, purchase,
(‘X deposit _and refresh from

figure E and call graphs
to Commit, Attest, Verify
from figure m, together with
the cut&choose protocol
Derive(:orzﬁarem defined in

€ M
purchase + (Tm, Q)
Q Q Section , are combined
into a suite of augmented

Attest(m, Q, Pa) Verify(m,Q, Tm)  protocols for GNU Taler.

=
2

purchase — (Attest, purchase, Verify): A merchant M can specify a minimal age
m as requirement for a purchase in the contract terms. Assuming that m < a,
the child can now Attest the minimum age and send the attestation T, and
commitment Q to the merchant during the purchase protocol. The merchant
can Verify the minimum age m, given T, and Q. Note that the merchant can
also verify that the commitment Q was bound to the coin C), by verifying
the signature of FDH(C,,, H(Q)).

deposit: Within the deposit protocol, M now also sends H(Q) to the payment
service provider £, who can then verify the coin by verifying the signature
of FDH(C,, H(Q)).

refresh — (DeriveCompare,, refresh): The two cut-and-choose protocols, the orig-
inal refresh protocol and the age restriction specific DeriveCompare,, from
section P.2, are run in parallel with the same v € {1,...,x} chosen by
E. However, instead of sending (blinded) FDH(C;) for the original refresh
protocol, C sends (the blinded) FDH(C;, H(Q;)). When both, refresh and
DeriveCompare,;, terminate successfully, £ blindly signs FDH(C.,, H(Q,)).

7 Implementation and Benchmarks

Table m summarizes the performance of our five key operations. We note that
the time the wallet spends on computing Commit and Derive is largely insignif-
icant for the user experience as it happens during non-interactive background
operations. Similarly, the latency from Attest can typically be hidden by pre-
computing the result while the human user is busy reviewing the terms of the
sale and making the purchasing decision. The latency increase from an exchange
computing Compare is not relevant for the user experience as it again happens
during a non-interactive background operation. However, it may require ade-
quate provisioning of computational resources at the exchange. Only Verify is
crucial for the user experience, as it runs at the merchant on the critical path be-
tween the user confirming the payment and the ultimate payment confirmation
and fulfillment. Fortunately, this is also a cheap operation for the merchant.
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Impl. Commit Attest Verify Derive Compare

Go-AMD!| 209.6+ 101. 69.2+ 28. 125.9x+ 66. 775.8+ 314. 603.7+ 230.
Go-PEN?| 322.8: 14. 83.5+ 11. 218.6+ 64. 15679.0+ 84. 1292.0+ 52.
Go-ARM3| 6097.0+ 47.6(1073.0+£128. 2856.0+ 21. 21309.0+ 53.9(15901.0+ 46.
c-AMD! 1741.9+ 49. 445.7+ 29. 610.4+ 9. 5523.5+ 68.

ECDSA

Go-ARM3| 3311.0+ 31. 1870.0+ 16. 18006.0+ 61.5[14017.0+ 603.
C-AMD! 272.9x 61. 72.1x 7. 4948.6+ 37. -
C-PEN? 433.0+ 30. 174.0+ 8. 3882.6+ 89.
TS-i74 |50412.5+5459. 11095.2+1007.2(131728.4+5376.

1213.0+ 13.
48.7+ 5.
113.5+ 12.
5882.9+692.

Edx25519

5 1 9 0

0 5 1 7

6 1 9 9

1 3 8 0
Go-AMD!| 219.7+ 78.3[ 70.3:+ 28.0 94.4+ 33.5| 1158.0+ 564.2| 885.9x+ 411.
Go-PEN?| 395.8+ 19.1| 139.1x 9.6| 190.1x 12.4| 2053.0+ 105.5| 1536.0x 74.

8 5 6 5

1 4 0 0

6 0 9 2

7 0 2 0

W U © O o = 00

88060.1+4662.

Table 1: Runtime in ps (average and standard deviation of min. 500 iterations) of the
various operations for eight age groups (M = 8) implemented in different languages
and run on various CPUs (single-core). The ECDSA implementation in Go uses curve
NIST-256 instead of curve25519 due to the missing full support for all arithmetic
operations. ') AMD Ryzen 7 3750H. ?) Intel Pentium Silver N5000 CPU 1.10GHz.
3) ARM-Cortex-A72 1.8GHz. *) TypeScript on Intel Core i7-10510U CPU. ®) The C-
implementation for DeriveCompare,; has an optimization in which the call to Compare
is not necessary and therefore not implemented.

The additional bandwidth required for a regular withdraw and deposit is 32
bytes for the additional transmission of H(Q). During the purchase, an addi-
tional (M + 1) - 32 bytes need to be transmitted for T, and Q. This additional
information may also need to be stored by the exchange and merchant for many
years to enable later audits.

We have implemented our protocol in the GNU Taler system, specifically the
Taler exchange, merchant and wallet components. As part of GNU Taler our
implementation is free software under AGPL. For the current implementation
in GNU Taler, we are using Edx25519 (Appendix @) for a security level of 128
bits.

8 Discussion

GNU Taler — Our design for age restriction protocol is quite general and can
be instantiated with various cryptographic primitives. It can also in principle be
used with any token-based payment service. However, its design goals—in terms
of security, privacy and efficiency—and participants strongly align with those of
GNU Taler.

Minors with bank accounts — One key principle in our design is subsidiar-
ity: Wards or parents are the entities that effectively choose the age limits for
the coins for their wards. This hinges on the assumption that personal bank ac-
counts are owned by adults. In countries where also minors have personal bank
accounts, minors could withdraw digital cash without an adult ensuring that an
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age restriction is set by the wallet at the time of withdrawal. To address this
case, we assume that banks provide the Taler exchange with the minimum age
of the minor whenever a debited account is age-restricted. This would typically
happen whenever a Taler reserve is credited by a wire transfer from a minor’s
bank account. To ensure that withdrawn coins are still created with an age re-
striction in this case, a variant of the cut-and-choose approach of the extended
refresh protocol can be used. But, instead of proving the equivalence of the age
restrictions, the minor would prove (with probability ”T_l) that the Q included
public keys for which the minor does not know the private key at the slots cor-
responding to restricted age levels. This can be achieved by proving that these
commitments were derived from a well-known master public key of the system.
To ensure the resulting coins are indistinguishable from all other coins even when
the Q is disclosed to the merchant, the protocol must use different 8 values for
each derivation from the master public key. So here Derive would need to be
adjusted to operate on each element instead of a vector.

Limitations — In our design wards get to determine the appropriate age-level,
which can differ from the biological age in both directions. The design also does
not handle the case where the individual gets older, leaving it to both parties to
negotiate how to proceed. In any case, a wallet implementation for GNU Taler
should prioritize using coins with lower age-restrictions, and coins in Taler are
meant for spending and not for hoarding.

The protocols of GNU Taler itself are not post-quantum (PQ) ready, as we
do not know of any suitable PQ blind signature scheme.

Identity management systems — Age is an important part of a persons
identity, and handling identity information requires high standards of protection
and confidentiality and raises sensitive ethical questions. Here we want to discuss
some problems, for which digital identity systems are not the only and often not
the best solution:

— Some proposals to replace cash for central bank digital currencies [MT19]
introduce digital identities to discharge KYC requirements needed for retail
central bank accounts [[nt21]).

GNU Taler demonstrates that anonymous digital cash is feasible and pro-
poses a two-tiered architecture where central banks can satisfy regulatory re-
quirements at scale by piggy-backing on existing commercial bank processes.

— Mastercard’s “Trust Stamp” [Fau2(] project intends to link vaccination data
with personal biometric data to create a digital health passport in the con-
text of the GAVTI alliance, with critics pointing out [Bea2l] the potential for

4 The private key of the master public key must simply be deleted after creation, as it
would enable minors to defeat the cut-and-choose protocol. Deriving commitments
from the master key implies that computing the private key corresponding to the
commitment is equivalent of solving DLOG for the master public key.
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abuse by Al-powered predictive policing of the biometrically tagged popula-
tion.

D3PT [ITro+20] and Europe’s vaccination certificates [Ede21] demonstrate
that more decentralized and privacy-respecting approaches are viable alter-
natives to fight pandemics.

— Online protections for minors are another area where digital passports have
been proposed as a solution by surveillance-friendly governments [Her21].
The protocol presented in this paper provides a method for protecting minors
where the state only sets the rules for commercial providers, while leaving
the actual decisions to the minor’s wards — where it belongs. [Bos1(]

Identity bases systems are also not very popular: In a recent election, the Swiss
population rejected the creation of a public-private partnership for digital iden-
tity management [Bun21], despite digital identity systems being proposed to the
voters as a solution for many social problems.

9 Related Work

To our knowledge, all currently available systems for privacy-preserving age
restrictions are based on attribute-based credentials [Kon+14; CL0O1; CDL16;
Sch+19; Au+12], where authorities issue consumers with a certificate that en-
ables them to produce a zero-knowledge proof [GMR8Y] showing that they are of
sufficient age. This identity-centric approach is also reflected in emerging stan-
dards for self-sovereign identity [Con+19].

However, in order for identity providers to issue statements as attribute-based
credentials from their respective subjects, they are implicitly expected to collect
and verify the respective personal information. Critically, our approach does not
require the existence of a dedicated identity provider and instead relies on the
principle of subsidiarity as part of the payment system.

This attribute-based approach lacks broad deployment mainly for two rea-
sons: First, it remains complex for consumers and retailers, and second, it re-
quires authorities to issue suitable credentials even for self-sovereign identity
systems [Sch+21]. The complexity arises from fundamental open questions of
trust in context of self-sovereign identity. Which authorities can or should be
trusted with attesting user information? Is it reasonable to assume that this
information can be protected appropriately by the identity provider? The prin-
ciple of subsidiarity as integrated in our approach offers an elegant solution to
this conundrum by completely sidestepping questions of identity and trust.

Other approaches which tie age restriction to the ability to pay do exist.
For example, specialized credit cards for children limit the ability to pay to
certain “safe” stores. [Fea2l] This approach has the advantage that the age
restriction is part of the mandatory payment process. Hence, consumers do not
have to perform additional steps during checkout. This is crucial as additional
steps during checkout are problematic for retailers because they increase costs
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and may even lead to consumers aborting the purchase process. We argue that
while age restriction as a feature of the payment system is clearly desirable,
the existing credit card process is not privacy-friendly: They require minors
to register with payment service providers which can than identify and track
purchases of minors. Furthermore, restricting payments to specific stores is also
unnecessarily restrictive.

10 Conclusion

Age restriction in e-commerce is not merely a technical challenge. It is a matter
of ethical and legal origin for which, so far, only technological solutions without
strong protection of privacy or solutions based on identity management systems
exists.

Our work thus contributes to the technological solution space by providing a
privacy-friendly age restriction scheme based on subsidiarity. It adds to a body of
research that questions the basis on which policy makers justify the deployment
of identity management systems.

A Edx25519

Edx25519 is a signature scheme based on Ed25519 [Ber+12], but allows for
derivation of private and public keys, independently, from existing ones. Private
keys in Edx25519 are pairs (a,b) of 32 byte each. Initially they correspond to
the result of the expansion and clamping in EADSA. The scheme is as follows,
in pseudo-code:

Edx25519_generate_private(seed) {
// EdDSA expand and clamp
dh := SHA-512(seed)
a := dh[0..31]
b := dh[32..64]
a[00] &= 0b11111000
al[31] &= 0Ob0OO111111
al[31] |= 0b01000000
return (a, b)

}

Edx25519_public_from_private (private) {
// Public keys are the same as in EdDSA
(a, _) := private
return [a] * G

}

Edx25519_sign(private, message) {
// Identical to Ed25519, except for the origin of b
(a, b) := private
P := Edx25519_public_from_private(private)
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r := SHA-512(b || message)
R := [r] * G
s := 1 + SHA-512(R || P || message) * a % L

return (R,s)

}

Edx25519_verify (P, message, signature) {

// Identical to Ed25519

(R, s) := signature

return [s] * G == R + [SHA-512(R || P || message)] * P
}

Edx25519_blinding_factor (P, seed) {
// This is a helper function used in the derivation of
// private/public keys from existing ones.

hl := HKDF_32(P, seed)

// Ensure that h == h % L

h :=hl % L

// Make sure that we don't create weak keys.
P' := [h] *x P

if 1( (h!'=1) && (h'=0) && (P'!=E) ) {
throw error

}

return h

}
Edx25519_derive_private(private, seed) {
(a, b) := private
P := Edx25519_public_key_from_private(private)

h := Edx25519_blinding_factor (P, seed)
// Carefully calculate the new value for a

al := a / 8;

a2 := (h * al) % L

a' := (a2 * 8) % L

// Update b as well, binding it to h.
b' := SHA256(b | h)

return (a', b')

Edx25519_derive_public (P, seed) {
h := Edx25519_blinding_factor (P, seed)
return [h]*P
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