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What is SchemaFuzz ?

» Database oriented Fuzzing tool

» Secure database exchange



General Structure

Generates human readable report file

Main Loop

Injects SQL Statement

Analyzer

Target Database .
Glives score

C Parser Script

Runs over

Target Software
Returns output



How does it work 7

Pre processing

Setting constraints
to CASCADE

Main Loop

Parsing
execution

Rolling back Constrai

Building mutation
tree representation

Post processing



Obstacles and solutions

» SchemaSpy’'s code complexity
» Scheduling
» Structural thinking






SchemaFuzz's output
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Development environment
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Production environment

ideus@user-ThinkPad-X201-Tablet: ~/Work/Gnunet/schemafuzz/errorReports
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Enrichments

» Technical improvement
» Languages

» Work methodology






