
Can link requests with the same 
identifier

Can learn authentication data (only 
during authentication)

Can get core secret, if
- providers collude
- or can solve the authentication

Weak adversary
(does not know the user’s identifier)

Strong adversary
(knows the user’s identifier)

Can see if user has account

Can read recovery information and 
try to authenticate
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